An urgent message can arrive when you are commuting, at home, or trying to switch off after a shift. The pressure
to respond quickly is real—but urgency does not make an unapproved app, personal email account, or informal

workaround safe to use.

The practical starting point is your employer’s policy: know which device and systems you may use, what counts as
an urgent contact route, and what to do if the approved route is unavailable. This matters whether you use a work

phone, an employer-managed laptop, or your own device under a bring-your-own-device (BYOD) arrangement.

This guide is for UK health and care staff handling patient or organizational information. It draws on the
Information Commissioner’s Office (ICO) guidance on working securely and working from home securely. It is not

a substitute for local policy, your data protection officer’s advice, or emergency procedures.

Start with your employer’s BYOD and remote-working policy

Before you respond to out of hours messaging, check what your employer has approved. A device that can access
a work system is not automatically approved for every kind of work. Your organization may permit email but not

clinical messaging, or allow a specific app only on managed devices.
Look for the policy or procedure covering:

* Whether personal devices may be used for work and which roles or tasks are covered.

* Which approved channels are permitted for patient information, operational updates, and urgent escalation.
® Requirements for screen locks, encryption, updates, and any work profile or management software.

* How to report a lost device, misdirected message, suspected breach, or account compromise.

* Who to contact if a system is unavailable or you are unsure whether a message is genuine.

Use the current version of your employer’s policy, not a colleague’s recollection of what “usually works.” If the
policy is unclear, ask your manager, information governance team, IT service desk, or data protection officer before
the next urgent situation. Save the correct support details in an approved place, such as your work directory or

staff intranet.

If BYOD is not permitted for the task, do not make a personal phone acceptable by adding a passcode or moving
the conversation to another app. Ask for an approved device or route. Security features are useful, but they do not

replace authorization.

Use approved channels for patient and organizational data

When a message contains patient details, staff information, rotas, incident information, or other confidential
organizational material, use only the approved channels for that type of information. Depending on local
arrangements, those may include an electronic patient record, an approved clinical messaging service, a managed

work email account, or a designated on-call phone process.

Do not use personal email, consumer messaging apps, or an unapproved cloud service as a workaround—even if
the recipient is a colleague and the message seems brief. Avoid copying information into a personal notes app,
taking screenshots to send elsewhere, or asking someone to forward work content through their personal

account. These actions can create extra copies and make access, retention, and deletion harder to control.

Use the channel for its intended purpose. A group chat that is approved for shift coordination may not be

approved for patient-identifiable information. Check the local rules on what information may be shared, with



whom, and in which system. Where possible, include only the minimum information needed to achieve the task

and follow your organization’s identification and verification procedures.

If an approved system is down, do not improvise a new route involving sensitive information. Follow the downtime
or escalation procedure. If you cannot find one, contact the designated on-call manager, service desk, or
information governance contact for instructions. For a clinical emergency, follow the established emergency and

escalation process; do not rely on an informal message being seen in time.

Know the urgent contact route before you need it

“Urgent” can mean very different things: an immediate patient safety concern, a same-day staffing gap, or a
request that can wait until the next working day. Your employer should define routes and expectations for these
situations. If the distinction is not clear, ask for it to be clarified rather than relying on a general inbox or a team
chat.

Make sure you know:



* Which number, pager, or approved service to use for an immediate escalation.
® Who is on call and how to verify the current rota.

* What to do if the first contact does not answer.

* Which matters can wait for the next shift or working day.

* How to document a decision or handover in the appropriate work record.

A message is not a reliable emergency route just because it has been sent. The recipient may have notifications
silenced, be away from the device, or not have access to the system. Follow local escalation steps, including any
requirement to call, use a backup contact, or contact emergency services. Do not assume that an unread message

has been received or acted on.

For routine out of hours messaging, agree expectations with your team. If staff are not expected to monitor a
channel obgynkey.com after a shift, a message sent there may wait until they return. Clear expectations protect
patient care and help staff maintain appropriate boundaries. If you are on call, use the designated device and

procedures rather than relying on personal notifications to fill gaps in the rota.

Keep entertainment and clinical work separate

Separate work from personal use as far as your employer’s arrangements allow. A managed work profile, separate
work device, or approved work app can help keep organizational data apart from personal photos, games, and
social accounts. But a separate folder or home-screen page is not, on its own, a security control. Check that the

setup is approved and that work data is protected, managed, and removable in the way your employer requires.

On a personal device approved for work, avoid mixing clinical information into personal services. Do not back up
work files to a personal cloud account or sync work contacts into a personal address book unless the policy
explicitly permits it. Be cautious when sharing: operating-system share menus may place a personal app or contact

beside an approved work option. Pause and confirm the recipient and destination before you tap.

Use a strong device passcode and the security settings required by your employer. Install updates promptly, use
approved security software where required, and do not share your device unlock code with family or colleagues. If
other people use the device, make sure they cannot open work apps or view work notifications. If your employer

does not allow shared-device use, do not try to manage the risk with a separate folder.

Check lock-screen previews and notification privacy

Notifications can expose information even when the work app itself is protected. A lock-screen preview might
show a patient’s name, a message excerpt, or a staff issue to someone looking over your shoulder. | test
notification settings on an actual locked screen before recommending them, because menus do not always show

what another person can see in practice.

Set previews so they do not reveal sensitive content on the lock screen, in line with your employer’s policy and
device-management requirements. Depending on the device, you may be able to hide previews while locked, show
only the app name, or turn off work notifications on the lock screen. Avoid disabling important alerts without

checking whether your role depends on them.

1. Open the notification settings for each approved work app.
2. Choose a privacy setting that hides message content while the device is locked, if your employer allows it.
3. Lock the device and send a test notification from an approved account or ask a colleague to help.

4. Check what appears on the lock screen, including names, message text, and alert banners.
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5. Adjust the settings and test again. Repeat after major app or operating-system updates.

Also consider connected devices, such as a smartwatch, car display, or smart speaker. A notification hidden on the
phone may still appear elsewhere. Check those settings, too. If a work-managed device enforces its own

notification rules, do not try to bypass them; ask IT or information governance for help.

Choose a response that matches the risk

Situation Safer next step Avoid Immediate patient safety concern Use the designated urgent contact route and
follow the local escalation procedure. Confirm the concern has reached the right person. Relying on an
unmonitored chat or assuming a message has been read. Work request containing sensitive information Use the
approved channel for that information and share only what is needed. Personal email, consumer messaging,
screenshots, or unapproved cloud storage. Approved system unavailable Use the documented downtime
procedure or contact the designated manager or support team for direction. Inventing a new route for confidential
information. Message received on a personal or unexpected channel Verify the sender through a known work
contact method, then move the discussion to an approved channel. Clicking unexpected links or sending patient

details to “confirm” the request.

When verifying a message, use a contact detail you already trust—such as the staff directory or a known work
number—not a number or link supplied in a suspicious message. Urgency can be used to pressure people into
bypassing normal checks. If a request is unusual, asks for a password, or pushes you to send data through a new

app, pause and verify it.

If something goes wrong, report it promptly

If you send information to the wrong person, lose a device, notice unexpected account activity, or discover that a
personal app has received work content, report it through your organization’s incident process as soon as
possible. Prompt reporting gives the right team a chance to contain the issue and assess what happened. Do not

wait until you know whether harm occurred.

Keep to the facts: what happened, when, what type of information may be involved, which device or system was
used, and what steps you have already taken. Follow instructions from your manager, IT, or information
governance team. Do not try to conceal the mistake by deleting messages or records; preserve information as

directed and use the official reporting route.

A practical check before replying
When an urgent message arrives outside the workplace, take a short pause and ask:

® |s this genuinely urgent, and what is the correct escalation route?

® |s the sender and request verified?

® |s this device approved for the task?

® |s this an approved channel for this kind of information?

® (Could the notification or reply reveal information on a shared screen or device?

* Do | need to record the action in a work system or hand it over to someone else?

If you cannot answer those questions, do not guess. Use the known urgent contact route to get advice, without

moving sensitive details into an unapproved channel.



Use ICO guidance alongside local policy

The ICO provides guidance on working securely and working from home securely, including practical steps to
protect personal information when work happens away from the usual workplace. Consult the ICO’s current
guidance at ICO guidance on security and working from home securely. Guidance can help you understand good
security practice, but your employer's approved systems and procedures determine how to handle work in your

organization.

The safest response to out of hours messaging is usually the one that is both timely and authorized: know the
urgent contact route, use approved channels, keep clinical work separate from personal activity, and check what
your device displays when locked. That is more reliable than a quick workaround—and easier to explain during a

handover, review, or incident report.



